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1. Introduction

This policy provides a description of the length of (online) retention of information, archiving, and records management requirements for enterprise-wide application data. (Please see the Definitions Section for definitions of relevant terms).
2. Scope
This policy covers all electronically stored enterprise information. It only includes information that is described below. It does not currently include information stored on local workstation hard drives, PDA’s, external thumb/hard drives, or any other device not listed.
3. Objectives
This policy seeks to inform the University of current backup and archiving policy.  Staff of the university should ensure that this policy is understood, particularly in conjunction with the CSU Records Management Policy, to ensure compliance.

4. Timing

This policy is reviewed periodically, as technology, law and services alter.
5. References

CSU Records Management Policy
CSU Policy for the Use of Computing and Communications Facilities

6. Responsibilities

Backup and Archive processes and procedures are the responsibility of DIT (Operations).
Compliance with the CSU Records Management Policy is the responsibility of CSU staff members.
7. Method

Online, Backup and Archiving Processes are defined by procedures within DIT (Operations), and are not directly relevant to the objective of this policy

	Service
	Description
	Online Retention
	Backup
	Archiving
	Records Management

	P: Drive
	“Private area for CSU-related files. Staff place files on this drive to ensure a ‘backup’ is taken of the file
	Files may be stored on this drive indefinitely. 
	Incremental 

Full

Disaster Recovery 
	Those stored on the P: drive for more than 180 days will automatically be ‘archived’.
	Staff should ensure that files subject to CSU Records Management Policy are stored appropriately

	S: Drive
	Staff place files on this service for collaborative purposes. This also ensures that a ‘backup’ of the file is taken
	Files may be stored on this drive indefinitely.
	Incremental 

Full

Disaster Recovery
	Those stored on the S: drive for more than 180 days will automatically be ‘archived’. This exludes files stored in the “Temp Less Than xx Days” folders
	Staff should ensure that files subject to CSU Records Management Policy are stored appropriately

	Sakai Interact
	Currently used for collaboration purposes.
	Files may be stored on this service indefinitely.
	Incremental 

Full

Disaster Recovery
	Files are not archived from this service
	Staff should ensure that files subject to CSU Records Management Policy are stored appropriately

	Student Admin, Finance, HR
	Central repositories for all student/staff information
	No data is removed from these services. All transactions are kept
	Incremental 

Full

Disaster Recovery
	Records are not deleted or archived from either of these systems, so permanent records still exist within the system.
	It is assumed Student Administration, Finance and HR ensure they comply with record keeping requirements.

	EASTS
	Electronic Assignment Submission and Tracking System. Students are able to submit (Microsoft Word) documents, electronically


	Submissions are kept online for up to 6 months
	Incremental 

Full

Disaster Recovery
	Submissions are not archived
	Records are only kept to comply with appeals timing

	My.csu
	Portal for staff/students to gain access to services within CSU
	Information only retains to user selected layout
	Incremental 

Full

Disaster Recovery
	User selected layouts are not archived
	Not subject to CSU Records Management Policy



	Forums
	Service to allow information exchange, either formally by a range of general forums, or by subject discipline.
	Forums are removed from online availability after semester end
	Incremental 

Full

Disaster Recovery
	Forum postings are not archived. Whilst forums are no longer ‘online’, they are not removed from the database, acting as an internal archive


	Not subject to CSU Records Management Policy

	E-Comms
	Service to formally communicate administrative information to students on a cohort or individual basis.
	Communications are not deleted so remain online
	Incremental 

Full

Disaster Recovery
	Communications are not archived so are still on line 
	Garry if this is e-box then these are subject to CSU Records Management Policy


	Online.csu
	There are a range of facilities provided through this interface. 
	Information is not removed, so remains online
	Incremental 

Full

Disaster Recovery
	Items are not archived so are still on line
	Not subject to CSU Records Management Policy



	OASIS
	Online assessment facility
	Assessments are not removed from service
	Incremental 

Full

Disaster Recovery
	Items are not archived so are still on line
	Not subject to CSU Records Management Policy



	CASIMS
	Course Administration System
	Information is not removed from the system
	Incremental 

Full

Disaster Recovery 
	Items are not archived so are still on line
	I haven’t had a chance to have a good look at this, but it would be subject to CSU Records Management Policy

	SOMS
	Subject Offering Management System
	Information is not removed from the system
	Incremental 

Full

Disaster Recovery
	Items are not archived so are still on line
	I have not seen this package, am I able to get access to it?

	WWW
	The CSU public web server. Staff place files on the server for public consumption
	Files are maintained by area web administrators
	Incremental

Full

Kept for substantial time
	No file archiving occurs, and staff should ensure they keep relevant copies
	Subject to CSU Records Management Policy

	BEIMS
	Register of building maintenance requests
	Information is not removed, so remains online
	Incremental 

Full

Disaster Recovery
	Items are not archived so are still on line
	Not subject to CSU Records Management Policy

	TRIM
	Central repository for all information required to be kept to adhere to the CSU Records Keeping Policy
	Information remains online for it’s lifespan.
	Incremental 

Full

Disaster Recovery
	Items are not archived so are still on line for the records lifespan


	This is the service to provide records retention

	CSUSAP
	This is a student platform, for learning, and developing personal web pages. It doesn’t form part of the student record.
	Information is maintained by users, so there is no control
	Incremental 

Full

Disaster Recovery
	No archiving occurs
	Not subject to CSU Records Management Policy

	C: and D: drives
	There is a wealth of required information stored on staff PC’s that would be of interest to records management, including research data
	Through the current training, staff should be able to navigate relevant documents into TRIM, without DIT need to backup C:/D: drives. There is currently no backup strategy
	Backups are taken at staff member discretion
	No archiving occurs, unless relevant files are transferred to P: and S: drives for archiving
	Staff are currently being instructed on CSU Records Management Policy 

	Staff E-mail
	Email/calendar facility for staff
	Staff are able to remove email items, so there is effectively no control, besides training
	Incremental 

Full

Disaster Recovery
	Email is archived after 120 days (default), or down to 30 days, depending on requirements
	Staff are currently being instructed on CSU Records Management Policy 

	Student E-Mail
	Email facility for students
	Mail is transient as the majority of students have external email addresses.


	Incremental 

Full

Disaster Recovery
	No archiving facility is provided
	Not possible to maintain records

	System Logs
	Logs of accesses to systems and services 
	There is no intention to change this process.
	Incremental

Full

Backups are kept for 7 years.

	No archiving of data occurs
	No current policy

	call centre
	(Goldmine) system to record information regarding contacts from prospective students
	???
	???
	???
	??? 

	Pure Message


	Anti-spam facility. Spam is blocked and stored in a temporary location. Staff are emailed a list of all spam, which can be retrieved
	Spam is kept on line for a maximum of 2 weeks
	Incremental 

Full

Disaster Recovery
	No archiving occurs
	No requirement


8. Definition
	Term
	Definition

	Online
	Information store where immediate access is available

	Online Retention
	The length of time information is stored, before it is deleted, archived or moved to the records management facility

	Backup
	a copy of online information stored on DVD, tape or other media.

	Incremental
	A copy of online information taken (usually daily) of information changes from the previous day

	Full
	A complete copy of online information taken (usually weekly).

	Retention
	the length of time a backup is stored before destruction

	Archive/d
	information store, where data is kept for significant lengths of time, presumably for CSU records Management

	CSU Records Management Policy
	identifies which records need to be kept, and the length of retention. For more information see: Records Management Policy

	TRIM
	CSU’s current application to store CSU corporate records. 

	Disaster Recovery
	The ability to recover information in an adequate and timely manner underlying business continuity. Information is kept for a period long enough to ensure data is not recoverable for immediate requirements



	Business Continuity
	The ability of the university to continue business by providing contingencies for services, supported by underlying disaster recovery mechanisms

	IXOS
	CSU’s current application to archive information on P:, S: and staff email services only
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