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How to Develop a Risk Register

Adapted, from PM 007 Project Risk Register, Template & Guide, Department of Premier and Cabinet, Tasmania and AS/NZS 4360 Risk Management.

What is a Risk Register?

The Risk Register records details of all the risks identified for the University, a budget centre or project.  Risks associated with activities and strategies and are identified then graded in terms of likelihood of occurring and seriousness of impact.  Risk registers may identify:

· a unique code for each risk;

· a description of each risk and its potential consequences (operational and strategic);

· actions and controls that currently exist to mitigate risks; 

· factors that may impact upon the likelihood and consequence of the residual risk;

· risk grade (priority);

· whether the risk grade is acceptable; 

· early warning factors and upward reporting thresholds.

Risk registers should be maintained for all Faculties, Divisions, key planning processes and commercial activities.  It is expected that the majority of managers will document their key business processes, and upward report emerging risk areas.  
Why would you develop a Risk Register?

As a formal document, the analysis contained in a risk register can be used to document and improve workplace practices.  The register can also be used to notify senior managers of emerging risk exposures that warrant immediate attention. 

Involving staff and other members of the University community in the process of compiling a risk register is likely to encourage a high level of ownership of, and commitment to, University processes and activities.

The process of identifying and analysing risks should be a part of tactical decision making and strategic planning.  The worth of business plans can be improved significantly if the risks associated with key business processes and proposals are analysed and where necessary, mitigated.
Before you start you will need:

· agreement from the responsible Dean or Executive Director in relation to how the risk management framework is to be structured and supported at a Faculty or Divisional level.

· understanding of the University’s Risk Management Policy;

· understanding of the Risk Management Standard AS/NZS ISO 31000:2009- Principles and Guidelines;

· understanding of the key business and activity processes that may expose CSU to risk.

· an understanding of the positive and negative risks associated with the activities and proposals.  Identifying risks should involve consultation with colleagues and other key stakeholders and consider relevant contextual issues.  At the risk identification stage, risks need not be assessed or prioritised.  

The Risk Management Standard, related documents and a variety of informational and training materials can be accessed from the Office of Planning and Audit website.
Risk Registers 

The risk register template consists of some headings and a table that reflects the nature of the information that is to be addressed.  The advantages of using a single template as a record of risk analysis, evaluation, treatment and monitoring actions is brevity and clear presentation of the logic which supports the decision making process.  Where risk management treatment plans are required to be comprehensive it may be appropriate to supplement the applicable risk register entry with a separate, supporting risk treatment plan. 
The completed risk register should be brief and to the point, so it quickly conveys the essential information. It should be updated on a regular basis.  

Risk treatment actions can include: 

· Planned actions to reduce the likelihood a negative risk will occur and/or reduce the seriousness should it occur (What should you do now?)

· Contingency actions - planned actions to reduce the immediate seriousness of a negative risk when it does occur. (What should you do when?)

· Recovery actions - planned actions taken once a negative risk has occurred to allow you to move on. (What should you do after?) 

· Risk Transfer (eg. Through assignment of contractual responsibilities or insurance.

· Actions necessary to ensure the realisation of opportunities (positive risks)

<Budget Centre or Controlled Entity or Project Title>
Risk Register as at <Date>

Report for: <Activity or Project Sponsor, Dean/Executive Director, Steering Committee (if applicable) >

Project Manager/ Budget Centre Manager/: <Name>
Activity Description: A brief description of the objectives scope of the activities to be included in the Risk Register.

	Likelihood Rankings
(Positive or negative risks)
	As a Guide Only – Likelihood rankings should be calibrated, where necessary to ensure compliance with applicable regulations, safety standards and other tolerances that have been agreed with key activity sponsors.

	1
	Rare
	Once in 50 years/ Probability less than 2%

	2
	Unlikely
	Once in 20 years / Probability less than 5%

	3
	Possible
	Probability of 5% to 50%

	4
	Likely
	Probability 50% to 90%

	5
	Almost Certain
	Probability of 90% or more


	Consequence Rankings
(negative risks)
	Health, safety and environment As a Guide Only

	1
	Insignificant
	Very minor injury or short term impact to the local environment. 

	2
	Minor
	Minor injury likely to be restricted to and individual.  Localised environmental impact 

	3
	Moderate
	Injury of more than a minor nature to a few individuals, likely to result in some absence from work.  Measurable local environmental impact is not considered long term.

	4
	Major
	Risk event may lead to serious injury and incapacitation.  Local environmental impact would be very long term.  A wider environmental impact may be pronounced.

	5
	Catastrophic
	Risk event may lead to a death or total and permanent disablement to one or more individuals.  Environmental impact may be wide spread and possibly permanent.


	Consequence Rankings
(negative risks)
	Values, ethics and reputation  
As a Guide Only

	1
	Insignificant
	Risk event has some short term, or contributory impact on the reputation of some individuals.  The risk event should not, by itself, impact the long term reputation of individuals or the University.

	2
	Minor
	Risk event has a measurable, though not insurmountable impact on the reputation of individuals or a budget centre.  Impact on the University, if any, is likely to be short term.

	3
	Moderate
	Risk event may have a longer term reputation impact.  Negative systemic findings by external review agencies may fall into this category if they are unlikely to have a major impact on the University’s reputation as a whole.

	4
	Major
	Risk event may seriously impact upon the reputation of the University as a whole.  

	5
	Catastrophic
	Reputation impact is sufficient to result in a curtailment of major activities and/or a decision by large numbers of students not to study at CSU.  Loss of accreditation leading to loss of most sponsor funding and students.


	Consequence Rankings
(negative risks)
	Quality
As a Guide Only

	1
	Insignificant
	Risk event has some short term, or contributory impact on the quality of service delivery, educational outcomes and research integrity.  The risk event should not, by itself, impact the long term outcomes or reputation of individuals or the University.

	2
	Minor
	Risk event has a measurable, though not insurmountable impact on the quality of service delivery, educational outcomes or research integrity.  Impact on the University, if any, is likely to be short term.

	3
	Moderate
	Risk event may have a longer term impact on the quality of service delivery, educational outcomes and research integrity.  Quality weaknesses impact on CSU’s general reputation and standing.  Moderate funding impact.

	4
	Major
	Risk event may seriously impact upon the quality of service delivery, educational outcomes and/or research integrity.  Significant impact on CSU’s general reputation and standing.  Major funding impact.

	5
	Catastrophic
	Quality failure is sufficient to result in a curtailment of major activities and/or a decision by large numbers of students not to study at CSU.  Loss of future research opportunities.  Loss of accreditation leading to loss of most sponsor funding and students.


	Consequence Rankings
(negative risks)
	Business Continuity
As a Guide Only

	1
	Insignificant
	Risk event is undesirable but does not, in itself, impact the continuity of an activity, project of key business process.  Disruption of services to internal and external customers is negligible.

	2
	Minor
	Risk event may disrupt the timely delivery of a small project or activity.  Disruption of institution wide services would not impact significantly on other budget centres.

	3
	Moderate
	Risk event causes significant disruption to the operation of a large activity or budget centre.  Key institutional deadlines may not be met.  Risk event materially disrupts the operation of other budget centre.  Failure to ensure succession plans for key individuals of failure record important processes and decisions would increase the likelihood of risk events at this level. Dissatisfaction of internal and external customers is likely.  

	4
	Major
	A risk event at this level may prevent a budget centre from delivering most of its core functions and strategic objectives.  At a whole of institution level, disruption to activities would impact adversely on learning, research and/or overall business outcomes.

	5
	Catastrophic
	Risk event may have a longer term impact on the ability of the University to continue operating.  Major level risk events occur may become catastrophic if backup and recovery plans fail.  


	Consequence Rankings
(Negative Risks)
	Finance
As a Guide Only

	1
	Insignificant
	Risk event is undesirable but has no serious impact on the on the activity, project or budget centre.  

	2
	Minor
	Risk event has some impact on the ability of the budget centre to deliver some strategic objectives.

	3
	Moderate
	Risk event has a measurable impact on the ability of budget centre to deliver on its stated objectives or continue services.  The overall financial wellbeing of the University is not impacted materially.  Potential loss of $500,000 or more.

	4
	Major
	Risk event significantly impairs the ability of the University to pursue its mission, goals and strategic initiatives.  Potential loss of $2,000,000 or more.

	5
	Catastrophic
	Risk event has potential to bankrupt the wider operations of the University.  Potential loss of $15,000,000 or more.


	Consequence Rankings
(Negative Risks)
	Compliance
As a Guide Only

	1
	Insignificant
	Breach occurs but has no significant impact on other risk categories.  Unlikely to result in fines or action for damages.

	2
	Minor
	Breach has a minor impact on some other risk categories.

	3
	Moderate
	Breach has a moderate impact on some other risk categories. May relate to a key compliance requirement.  Potential liability of $500,000 or more.

	4
	Major
	Breach has a major impact on some other risk categories.  Potential for significant fines, loss if accreditations and high value damages may be high.  Potential liability of $2,000,000 or more.

	5
	Catastrophic
	Breach has a catastrophic impact on some other risk categories.  Continuity of operations may be questionable. Potential liability of $15,000,000 or more


	Consequence Rankings
(Negative Risks)
	Student Experience Examples (optional category)
As a Guide Only

	1
	Insignificant
	Risk event a minor irritation to a small number of students.  Institutional standing and reputation not impacted.

	2
	Minor
	Risk event is a concern to a small number of students or, perhaps, a minor irritation to a larger number of students.  Unlikely to impact total study experience or overall attitude towards CSU.  Institutional standing and reputation not impacted.

	3
	Moderate
	Risk event would be a serious concern to a small number of students, or a moderate concern to the student population.  Risk events at this level would tend to diminish CSU’s wider reputation as a centre of leaning and research.

	4
	Major
	Risk event may cause a significant of students to leave CSU or not commence study at CSU.  Risk events at this level may result in CSU being widely viewed as a second rate institution.  Significant numbers of completing students are angry about much of the CSU learning experience.

	5
	Catastrophic
	Majority of students or potential students elect not to commence or continue study at CSU.  Loss of accreditation in a number of areas. Employers assign little value to CSU qualifications.  Majority of completing students are very angry about their learning experience at CSU.


Note that risk events are not exclusive to any particular category.  Key risk events may need to be considered within the context of 2 or more risk categories.

	Grade: Combined effect of Likelihood/Seriousness As a Guide Only

	
	Consequence Rating

	Likelihood
	1. Insignificant
	2. Minor
	3. Moderate
	4. Major
	5. Catastrophic

	A.. Almost Certain
	L
	M
	H
	E
	E

	B. Likely
	L
	M
	H
	E
	E

	C. Possible
	L
	L
	M
	H
	E

	D. Unlikely
	L
	L
	M
	H
	H

	E. Rare
	L
	L
	L
	M
	H


 (Adapted from AS/NZS ISO 31000:2009, Risk Management.  Under the CSU risk management approach the colour of the risk grade will be contingent on likelihood, consequence and risk grade calibrations that are agreed with the activity sponsors.)

	Recommended actions for grades of negative risk

	Grade
	Risk mitigation actions

	L
	LOW: These risks should be recorded, monitored and controlled by the responsible manager.  Activities with unmitigated Environment, Health and Safety risks that are graded above this level should be avoided.

	M
	MEDIUM: Mitigation actions to reduce the likelihood and seriousness to be identified and appropriate actions to be identified endorsed by at a Faculty or Divisional level..

	H
	HIGH: If uncontrolled, a risk event at this level may have a significant impact on the operation of a budget centre or the University as a whole.  Mitigating actions need to be very reliable and should be approved and monitored in an ongoing manner by the responsible Dean or Executive Director.  The Vice-Chancellor should be advised of identified or emerging strategic risks which have been graded at this level.

	E
	EXTREME: Activities and projects with unmitigated risks at this level should be avoided or terminated.  This is because risk events graded at this level have the potential to cause serious and ongoing damage to the University, the community or the environment. Reporting emerging or continuing risks exposures at this level to the Vice-Chancellor and to the University Council is mandatory.   


Standard Template

Faculty/Division/Office of [insert text here]

Risk Register [Year]

	Risk Id
	Risk Event 
	Consequence
	Proposed mitigating actions 
	Are current actions effective / efficient? (Yes/No)
	Residual Likelihood Rating (given current actions)
	Residual Consequence Rating
	Risk Grade
	Is this Risk Grade Acceptable?
	Early Warning and upward reporting triggers
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Abbreviated Template
Faculty/Division/Office of [insert text here]

Risk Register [Year]

	Risk Event and Consequence
	Mitigating action(s)
	Residual risk rating (given mitigating actions)

Extreme - High-Medium-Low
	Early warning and reporting triggers

	Health, Safety & Environment
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